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Agenda

» QObjectives

» Drop 2
e Standard Registration
e Profile Manager
e Certificates

e Alerts as Alternative “Dashboard”

» Next Steps
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Objectives

» Engagement Overall
e Future-state UIX for future B2B releases
e HIMSS demos

» Today's Presentation

e Present revised & new deliverables
= Aimed at streamlined UIX experience with user-centric elegance

e Collect feedback with aim for final sign-off

e Next steps
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Standard Registration

e Context from the past — SUMS for HIMSS
e Registration (primarily revisions)
= Failed Lexis/Nexis

= Password set-up

= Cloud Key verification
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Past Context: SUMS for HIMSS e
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SUMS...... \ezen

G s ' P
Verify your Identity Oy Sl ol K Pt
Set up Secure Login
with Universal |dentity Services ;, Get Started

Welcome Dr. Cohen

You will need to sign up for a UIS account in order to use the SUMS \We need to Confirm yOUF
Secure Universal Message Services that Community Health Center

utilizes for HIPAA-compliant messaging between providers. permanent address to

verify your identity.
It should only take 3 minutes to complete!

123 Washington Heights Blvd
. Apt 10

0‘4 Verify your 7~ Createyour Boston, MA 02193
|dentity Username &
Password (> edit address
PLAY DEMO

Activate your

Cloud Key Paths Confirm and Continue

i



Past Context: SUMS for HIMSS ,:Kq@éd)ullan

SUMS..... e

Gt s L
. . Create Your Activate Your
Venfy Your Identlty Username & Password Cloud Key Paths

We need a little more information about you to authorize your
next level of security.

My birthdate is: Month Year ?

My social security is: XXX -XX ?

Your security is our priority!
We will never share or sell your personal information with anyone.

PLAY DEMO

\/ Why protect your identity with
powered by VErizon Universal ldentity Serivces?



Past Context: SUMS for HIMSS — with “old fashioned” User Name | K/ér\n’:e/d)ullan

SUMS...... e

Identity Verified Create YOUf Activate Your
Clo o) = 3
Username & Password Cloud Key Paths

Choose a unique and memorable username and password
that follows the rules shown below.

Universal ID Username

2

0000000000000 0O * that username
is available

examples: mespinosal3, MarcusE@domain.com

Universal ID Password

00000 OOS # that password
is strong
CoOOCoODoa » thatisa —
match =
i /
%
at least 10 characters of letters, numbers, and symbols
e

PLAY DEMO

\/ Why protect your identity with
Create my Account sovered by VERIZON Universal Identity Serivces?
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» PDF re. Registration
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Profile Manager
e Log-in (new)

e Forgot Password (new)
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» PDF re. Profile Manager
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Certificates
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Healthcare Provider
Information

The requested certificate below requires that
you provide the following license information.

Health Provider .
License Type- Physician Assistant ?

State ?

Issuing State
DEA License: ?

v Request SAFE-BioPharma Certificate ?

Requires valid health provider license and DEA license.
Certified with the Federal Bridge Certificate Authority (FBCA).

To proceed UIS registration without this certificate, uncheck this box.

L=

PLAY DEMO

Why protect your identity with
Universal ldentity Serivces?



Healthcare Provider
Information

6 We’'re unable to verifty your health provider
- license information.

To receive your SAFE BioPharma Certificate, you must
provide a valid health provider license and DEA license.

Edit provider info

o
PLAY DEMO

Why protect your identity with
Healthcare Provider Information Universal dentity Serivces?

verification error. powered by VErizon



Healthcare Provider Verify YOUI' Identity
Info Verified

We need to verify your identity to set up your
account and issue your SAFE BioPharma

Question 1 of 5:

Which of the following Streets have you not Previously or
Currently used as your address?

POND STREET

GRAHAM BELL CIRCLE
WASHINGTON BOULEVARD
HIGHLAND AVENUE

NONE OF THE ABOVE

{ ¥/
k

O I

minutes left out of 2 PLAY DEMO

Why protect your identity with
Universal ldentity Serivces?



Healthcare Provider Verify YOUI' Identity
Info Verified

6 Your answers do not match public records.

—

To ensure and protect your digital identity and to receive your
SAFE BioPharma Certificate, you must complete the
Verification form in the presence of a Notary Public.

Download Notary Form

Instructions and Fax number will be located in the form
{ 4
e
PLAY DEMO
. . . . . I'll get a reminder email Vhy protect your identity with )
Lexis Nexis ID verification failure. Universal Identity Serivces?
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The user then proceeds with Creating their Password
and Cloud Key Path Verification.

C_ Yy Yy YT _-j )
Healthcare Provider Identity Verified
Info Verified Create Password
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GEEEEEE. U0 . G0N D, G5 D AN  ——

Healthcare Provider Identity Verified Password Complete Cloud Key Paths Verified
Info Verified

Congratulations!
Your Universal ID was successfully created.

Read and sign the subscriber agreement below to receive
your SAFE BioPharma Certificate.

SAFE-BioPnarma End.User Subscriber Agraament
a3 binding contractual agreement

a syskem % taclitate
ni with e meanings

Sign agreement now Sign later (oo’

e
PLAY DEMO

are Issued wathin the

d in thiz Agreement

Why protect your identity with
Universal ldentity Serivces?

\/
powered by m
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Healthcare Provider Identity Verified Password Complete Cloud Key Paths Verified
Info Verified

Your SAFE BioPharma Certificate is ready!

We just emailed a copy of this certificate to:
m...a@sample.com.

You can view your certificates at any time by logging
in to the UIS Profile Manager.

View certificate

( '/
f—
PLAY DEMO

Why protect your identity with
Universal ldentity Serivces?



Mail ~

COMPOSE

| Inbox
Starred
Important
Sent Mail
Drafts

» Circles
More ~

Google Calendar

Google Docs

+

+

“ L1 ] [] - - More ~

ESPN.com - Documents show early fears of Super blackout - 10 hours ago

Reminder to submit your License Information for your Certificate Inbox  x =
Verizon UIS Certificate Provisioning 2:20 PM (19 hours ago) ~ v
tome |~

A reminder to provide your Healthcare License Information to receive your
SAFE Bio-Pharma Certificate.

You opted to temporally skip the certification process to get your SAFE Bio-Pharma Certificate.
However, this certificate will be needed in the course of your work, so it's important to complete
this certification process.

When you are ready to supply your state and DEA license information, complete the process here
(or log-in to your Profile Manager at any time).

0% full ©2013 Google - Terms of Service - Privacy Policy -
Using 0.2 GB of your 25 GB Program Policies Last account activity: 1 hour ago

Powered by C,Onglc Details
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Alerts as Alternative “Dashboard”
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Mail - « || = 0 N R S
COMPOSE ESPN.com - Documents show early fears of Super blackout - 10 hours ago
| Inbox o S
Starred We detected suspicious activity in your account. Inbox  x =
Important —
Sent Mail Verizon UIS Account Security 2:20 PM (19 hours ago) ‘ - v ‘
Drafts tome |~ =
» Circles . )
More « A login attempt was made at an unusual time of day.
Google Calendar [+
We detected a sign in attempt during a time that you don’t usually sign in.
Google Docs [+
» v / k . -
: ; ./ N Login attempt from Austin, TX today at 2:53AM
Atlant V' Device: Marcus iPad 1P Address: 188.65.20.2213
- o4
~
If this was you, you can ignore this message.
If you lost a cloud key device, log in to your UIS account to update your Cloud Key Paths.
If this was not you, log in to your UIS account to change your password and block
future sign in attempts from this IP Address.
If you are traveling and anticipate frequent changes in your mobile access you can madify your alert settings
or add another cloud key path.
0% full ©2013 Google - Terms of Service - Privacy Policy -
Using 0.2 GB of your 25 GB Program Policies Last account activity: 1 hour ago
Details

Powered by GOUSIC
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ESPN.com - Documents show early fears of Super blackout - 10 hours ago

| Inbox . g
Starred Your Verizon UIS account has been temporarily locked | Inbox  x | ]
Important :
Sent Mail Verizon UIS Account Security 2:20 PM (19 hours ago) - -
Drafts tome |~ ’
» Circles . .
VD Too many failed attempts to log-in to your account

Google Calendar [+
We recently detected multiple failed attempts to log in to your Verizon UIS account.

Google Docs +

A 3 tailed login attempts today at 8:53AM

Atlant Y7 FromAustin, TX  IP Address: 55.48 9873

Ocea

If this was you, you can ignore this message.

If this was not you, log in to your UIS account to change your password and block
future sian in attempts from this IP Address.

Alert messages can be triggered by
a variety of out of the ordinary
account activities.

lent changes in your mobile access you can modify your alert settings

T

0% full ©2013 Google - Terms of Service - Privacy Policy -
Using 0.2 GB of your 25 GB Program Policies Last account activity: 1 hour ago

Powered by GO()SIC Details



Mail ~

I Inbox
Starred
Important
Sent Mail
Drafts

» Circles
More ~

Google Calendar

Google Docs

+

+

= i []

ESPN.com - Documents show early fears of Super blackout - 10 hours

We detected suspicious activity in your account

Verizon UIS Account Security
tome |~

An unrecognized device recently attempted

We detected a sign in attempt from a device and locatid

RAPL Sy
& S e
’ : ‘.ﬁ‘_'\< i_:%:"\:r' ‘

~—

3 ! {Ef:f 3. (‘
Ar/tm_.'/c v/r‘)\ { \ =
Ocean_ 1" |

2?2 fl

NN ‘ f f‘;-"
o %ﬁi‘:‘} f t

J
. M

If this was you, you can ignore this message.

If this was not you, log in to your UIS account to change your pa

|- L

~ Login attempt
Device: PRP Dg

future sign in attempts from this IP Address.

Alert email and SMS sent when

data detects suspicious activity

lent changes in your mobile accq

0% full
Using 0.2 GB of your 25 GB

©2013 Google - Terms of Se!

Nl

SAMSU

We detected suspicious
activity in your Verizon UIS
account today at 8:53AM.

Log in to let us know if this

Was you.

S

|

(160/160)1

Program PoliCs

Powered by

VW2 .1 =1 10:01 am

3 messages sent




@ Google Chrome - Get a fas " 34 Bookmark Manager

f | & www.google.com/chrome

\_—" verizon Universal ID Profile Manager

Login to manage your Universal Identity

Password:

Send a Cloud Key right now to:

Privacy Details = Learn More

ogle.com/chrome



@ Google Chrome - Get a fas: X \ Bookmark Manager

A O www.google.com/chrome

\_—" verizon

Privacy Details = Learn More

1gle.com/chrome

Suspicious account ativity detected

An unrecognized device recently
attempted to access your account.

y

Atlant|

Oceal
..
™~ - |

Login attempt from Austin, TX today at 8:53AM
Device: PRP Desktop  IP Address: 55.48.9873

1 Don’t Recognize " Thisis Okay

Universal ID Profile Manager

Recognized Login Devices

M.Espinosa HD
IP Address: 192.168.0.101

Marcus iPad
IP Address: 188.65.20.2213

Marcus’s Samsung Galaxy Android
IP Address: 167.192.1.143



@ Google Chrome - Get a fas " 34 Bookmark Manager

A ) www.google.com/chrome
\_—" verizon Universal ID Profile Manager

Create a new password

To keep your acount secure, change
your password now.

New Password:

Re-enter Password:

Create new password

K

Privacy Details = Learn More

Copyright © 2013 Verizon

ogle.com/chrome



@ Google Chrome - Get a fas \ Bookmark Manager

A ) www.google.com/chrome

\_—" verizon Universal ID Profile Manager

Create a new password

To keep your acount secure, change
your password now.

New Password: Password strength: Strong

Re-enter Password:

Create a new password

Privacy Details = Learn More

agle.com/chrome



@ Google Chrome - Get a fas \ Bookmark Manager X Wer

f & www.google.com/chrome

\_—" verizon Universal ID Profile Manager

Your password was successfully changed.

Edit My Profile
Edit Cloud Key Paths

Change UIS Password

View Account Activity

Logout

K

Privacy Details = Learn More

Copyright © 2013 Verizon

1gle.com/chrome



